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n&u Network/Security Device %ila IPS/IDS, Web Application Firewall

P37 1 nalu Network/Security Device %iin IPS/IDS, Web Application Firewall

a1y vilnvasdoua Log angunsal sxuuufuinmavielusunsuliuinig
i AirMagnet Enterprise
2; Arbor Networks Peakflow SP5
3 Arbor Networks Peakflow X
4. Astaro Security Gateway
5. Barracuda Web Application Firewall
6. Bee Ware Web Application Firewall

7 Check Point IPSO

8. Check Point Security Suite, IPS-1

9. Cisco Adaptive Security Appliance

10. Cisco ASA Security Services Module

11. Cisco PIX Firewall

12 Cisco Secure IDS or IPS

13. CyberGuard Classic Firewall

14. Cyberoam UTM

18; Enterasys Dragon

16. F5 Big-IP Application Security Manager

T FireEye Web Malware Protection System

18. Fortinet FortiGate

19. Hewlett-Packard TippingPoint Security Management System

20. IBM 1SS SiteProtector

21 Imperva SecureSphere

22; Juniper Networks Intrusion Detection and Prevention (IDP)
23, Juniper Networks NetScreen Firewall

24. Juniper Networks NetScreen ScreenOS

25, Juniper Networks NetScreen-Security Manager

26, McAfee Firewall Enterprise

27. McAfee Network Security Platform

28. Motorola AirDefense Enterprise Console
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A6y yilavasdoya Log 9naunsal szuuufjiimavialusunsuliuinis

29, NFR NIDS

30. Nortel Alteon Switch Firewall

51, Open Source SNORT

32, Palo Alto Networks Enterprise Firewall

33. Radware DefensePro

34, SonicWALL Firewall

35, Sourcefire Defense Center

ngal Network/Security Device %ila Router, Switch
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M1519%1 2 nasl Network/Security Device U Router, Switch

A16iu silnvasdoya Log 91ngunnl szuvufiAniawialusunsuliuinis
1. Alcatel-Lucent OmniSwitch
2, Aruba Networks AirWave
% Aruba Networks Mobility Controller
4. Brocade Fastlron Switch
5. Cisco Aggregation Services Router
6. Cisco Aironet AP (Wireless Access Point)
T Cisco Switch
8. Cisco Wireless Control System
9. Cisco Wireless LAN Controller (2100 Series and 4400 Series)
10. Dell PowerConnect 5324 Switch
1d.. Enterasys Switch
12 Hewlett-Packard ProCurve Switch
13. Juniper Networks JUNOS
14. Juniper Networks Wireless LAN Controller
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nfc]'u Network/Security Device 41l Network Access Control Server

A5 3 n&a Network/Security Device ¥lla Network Access Control Server

aneiu wilnvasdoya Log 9nguninl szuuufjufinamielusunsulinuinig
i Aruba Networks ClearPass Policy Manager
2 Cisco Network Admission Control
3 ForeScout CounterACT
3 Juniper Networks Unified Access Control
5. McAfee Network Access Control
6. Microsoft Network Access Protection

n&au Network/Security Device wila VPN Server

#1199 4 Nyl Network/Security Device wila VPN Server

a1y wiinvasdaua Log 9 naunsal ssuuufudinisualusunsuliuinig
i3 Cisco Adaptive Security Appliance
2 Cisco Aggregation Services Router
3. F5 Firepass SSL VPN
a, Juniper Networks SSL VPN
5 Nortel Networks Contivity VPN Switch
6. SonicWall E-Class SRA / Aventail SSL VPN

n&u Network/Security Device wila Proxy Server

M5 5 ngal Network/Security Device wlin Proxy Server

A1iu vilnvasdoya Log 9ngunsnl szuvufuinismislusunsuliuingg
i Blue Coat ProxySG
2 Cisco IronPort Web Security Appliance (WSA)
& McAfee Web Gateway
g, Trend Micro InterScan Web Security
5. Websense Web Security

n&ju Network/Security Device %ia Mail gateway Server
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AT 6 ﬂfju Network/Security Device viin Mail gateway Server

a16iv yilavastoya Log 3ngunsnl szuuujuinmawislusunsaliuing
1. Cisco IronPort Email Security Appliance
Z Fortinet FortiMail
3 McAfee Email Gateway (formerly known as CipherTrust IronMail)
4. Proofpoint Email Security
5. SonicWALL Email Security
6. Symantec Brightmail
7. Trend Micro ScanMail

ngal Service Server ¥ila Operating System(Authentication Log)

A5 7 n&y Service Server wiin Operating System(Authentication Log)

d1Au wiinvesdaya Log 9ngunInl sruuufudinimvwialusunsuliuinig
1 Actividentity 4TRESS AAA Server
2, CentOS
3. Debian GNU/Linux
4, Hewlett-Packard UNIX
5. IBM AIX
6. IBM iSeries AS400
7: Juniper Steel-Belted Radius
8. Microsoft Windows
9. Novell eDirectory
10. Nowvell SuSE Linux Enterprise
il o Red Hat Enterprise Linux
12 RSA Auth Manager
13 Sun ONE Directory Server
14, Sun Solaris

n&y Service Server ¥ila Web Server

= ' . -
M3 8 NAU Service Server YUR Web Server
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a16iu viavasdoya Log 91ngunsal svuuujuAniwielusunsuliuinig
1 Apache Web Server
2 IBM WebSphere
5 Microsoft 11S

nau Service Server %¥1in Database Server

3199 9 Nl Service Server wila Database Server

a1div vilavastoua Log 91ngunsal suvdfuAnsuialusunsuliuinis
L IBM DB2
2 Microsoft SQL Server 2000
3 Microsoft SQL Server 2005
4. Microsoft SQL Server Trace
5, Oracle DB
6. Oracle Collector from Logs
7 Sybase

naa Service Server %A DHCP Server

A5 10 Ny Service Server %ilm DHCP Server

dnfiu yilnvaadoya Log 91ngunsal szuvufiAniswialusunsalifuinis
1 ISC DHCP
2 Microsoft DHCP
3. Infoblox
a. BlueCat
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n&y Service Server ¥ila DNS Server

- ' -
M1 11 Ng Service Server %UA DNS Server

A1eiv vilavesdoya Log 9ngunsal szuuufuinauwialusunsuliuinig
L. Microsoft DN5S
2, BIND
3 Infoblox
4. BlueCat

ngu Service Server ¥iia Mail Server

A3 12 ngu Service Server iln Mail Server

a1nu vilnvesdoya Log 91ngunsal szuuufuAnii/mialusunsuliuinng
i Microsoft Exchange MT
2. SendMail

n&u Service Server wia Proxy Server
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AN 13 NQu Service Server UM Proxy Server

a1diu vilavasdoya Log 91ngunsnl ssuvufuAnis/mislusunsuliinig

1. Squid Web Proxy

ngu Service Server ¥Um Antivirus Server
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M1 14 NaY Service Server YUA Antivirus Server

A1hu vilnvastoya Log 91ngunsel szuvdfudnisuialusunsuliuinag
1. Kaspersky Administration Kit
2, McAfee VirusScan Enterprise
3 Symantec Endpoint Protection
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3'18m‘iqﬂﬂitﬁlizuuﬁaﬂuayumiﬁ@ﬁiﬁ EDR (Endpoint Detection and Response) 484
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@ﬂi’l\‘]“ﬁl 1 EDR Client operating system

Operating System

Windows Server 2019 (64-bit only)

Windows Server 2016 (64-bit only)

Windows Server 2012 (64-bit only)

Windows Server 2008 R2 Enterprise (64-bit only)

Windows Server 2008 R2 Standard (64-bit only)

Windows 10 Enterprise (32-bit and 64-bit)

Windows 8.1 Enterprise (32-bit and 64-bit)

Windows 8.0 (32-bit and 64-bit)

Windows 7 Enterprise (32-bit and 64-bit)

Windows 7 Professional (32-bit and 64-bit)
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n1siaRAIeevaaUunsalvamlanau

msdaldnuszuutoaiuwuurad ilsnud e nidunsaaAn DNS record Viuladvamulsnulud
CNAME luffaszuutlasiu v anse. Walmirnuludnuue Reverse Proxy 1a8nszuumsainaiazfasiuiunou

fugunsidud me1le LT IMUE9IUR 18N SASITABUAY TXT record Ul Authoritative DNS @ uit awsa. 1a

O e W
Jaunsouly
.
Internet Can't connect
~a
— ) ———— Connected ———P
 — Whitelist IP address ;
- Firewall
ien
GWP cloud service wen

server

Government agency

UM 2 WARILAUNTNAS BUNETTINSWaNAasYULHY Internet Taain15vin Whitelist 19U IP Address 98358uU

tasiuwuumann (Cloud service)

< - P 1wl a PO L a o ¢ a -
NNGU 2 iiemsideudeiilunsasadonn anse. wusibimhonwimsaiigunsailenumanions
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fragran1svinauvasssuudasiuiuunaanid (Cloud service) Tnadawy

i ° Where is www.agency.go.th

&
<

Answer CNAME: S — ISt S H

www,agency.go.th.cloud.etda.or.th
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